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Abstract

We presenta rewriting algorithm for efficiently testing
future time Linear Tempoal Logic (LTL) formulaeon finite
executiontraces. The standad modelsof LTL are infinite
traces,reflectingthe behavior of reactiveand concurent
systemswvhich conceptuallymay be continuouslyalive. In
mostpastapplicationsof LTL, theoemprovers and model
chedershavebeenusedo formally provethatdown-scaled
modelssatisfysud LTL specificationsOur goal is instead
to useLTL for up-scaledtestingof real softwae applica-
tions, correspondingto analyzingthe conformanceof fi-
nite tracesagainstLTL formulae We first describewhat
it meansfor a finite traceto satisfyan LTL formula and
then suggestan optimizedalgorithm basedon transform-
ing LTL formulae We usethe Mauderewriting logic, which
turnsoutto be a goodnotationand beingsupportecby an
efficientrewriting enginefor performingtheseexperiments.
Thework constitutesart of the JavaPathExploer (JPAX)
project,the purposeof which is to developa flexible tool for
monitoringJavaprogramexecutions.

1. Intr oduction

Futuretime Linear TemporalLogic (future time LTL),
introducedby Pnueliin 1977[23], is a logic for specify-
ing temporalpropertiesaboutreactve and concurrentsys-
tems.Futuretime LTL providestemporaloperatorghatre-
fer to the future/remainingpart of a tracerelative to a cur-
rent point of reference. We shall usethe shorthandLTL
whenit is clearfrom the context thatwe meanfuture time

LTL. The modelsof LTL areinfinite executiontraces,re-
flecting the behavior of suchsystemsasideally alwaysbe-
ing readyto respondo requestspperatingsystemseingan
example.LTL hastypically beenusedfor specifyingprop-
ertiesof concurrentandinteractve down-scaledmodelsof

real systemssuchthat fully formal programproofs could
subsequentlybe carried out, for example using theorem
provers[15] or modelcheclers[10]. However, suchfor-

mal proof techniquesare usually not scalableto real sized
systemswithout an extra effort to abstractthe systemto a
model which is then analyzed. Several systemsare cur-

rently being developedthat apply model checkingto soft-
ware[4, 16, 3, 22, 6, 27], including our work [11, 28]. In

this papemwerestrictoursehesto investigateheuseof LTL

for testingwhethersingle finite executiontracesconform
to LTL formulae. The meme of testingandtemporallogic
specificationis an attemptto achiese the benefitsof both
approachesyhile avoiding someof thepitfalls from adhoc
testingand the complexity in full-blown theoremproving
andmodelchecking.

An importantquestionis how to efficiently testLTL for-
mulae of finite trace models,and the main decisionhere
is what datastructureone shoulduseto representhe for-
mulasuchthatit canbe usedto efficiently analyzethetrace
asit is traversed. We will presentsucha datastructure.
We will presentandimplementour logics and algorithms
in Maude[1], a high-performanceystemsupportingboth
membershigequationalogic [20] andrewriting logic [19].
Thecurrentversionof Maudecando upto 3 million rewrit-
ings per secondon 800MHz processorsandits compiled
versionis intendedo supportl5 million rewritings persec-



ond. Thedecisionto useMaudehasmadeit very easyto
experimentwith logicsandalgorithms.Laterrealizationsof
thework canbe donein a standarcprogramminganguage
suchasJasaor C++. In [14] we havefor exampledescribed
adatastructureusedto represenanLTL formulaasa min-
imal finite statemachine basedon a conceptcalledbinary
transitiontrees This structurecanthenberepresentednd
interpretedwithin Java. In [25] we furthermoredescribea
dynamicprogrammingalgorithmfor checkingLTL formu-
lae on executiontraces.This algorithmevaluatesa formula
bottom-upfor eachpointin thetrace,goingbackwardsfrom
thefinal state towardstheinitial state.In [9] we applythis
dynamicalgorithmto pasttime LTL, in which casethetrace
morenaturallycanbe examinedin a forwarddirection. In
thatpaperit is in additionshovn how future time and past
time LTL formulaecanbe embeddedscommentdsn code
andgetexpandednto Java codefragmentso getexecuted
wheneerreachedln [24, 21] variousalgorithmsto gener
atetestingautomatarom temporallogic formulaeare de-
scribed. Our colleagueDimitra Giannalopoulouhasalso
implementeda Biichi automatanspiredalgorithmadapted
to finite traceLTL. TheMauderewriting implementatiorof
LTL describedn this paper besidests simplicity andele-
gancehowever offersa greaterflexibility in experimenting
with temporallogics andis quite efficient for practicalpur-
poses.

The work constitutespart of the Java PathExplorer
(JPAX) tool [13, 14] for monitoring Java programexecu-
tions. JPAX facilitatesautomatednstrumentatiorof Java
byte code,which thenemitsrelevant eventsto an obsenrer
duringexecution,seeFigurel. Theobsenercanberunning
aMaudeprocessasaspecialcase henceMaudes rewriting
enginecanbe usedto drive atemporallogic operationake-
manticswith programexecutionevents. The obsener may
run on a differentcomputey in which casethe eventsare
transmittedover a soclet. Whenthe obsener recevesthe
eventsit dispatchesheseto asetof obsererrules,eachrule

performing a particular analysisthat has beenrequested.

Obsenrer rules are written in Java, but cancall programs
written in otherlanguagessuchasin this caseMaude. In
additionto checkingtemporallogic requirementsiulescan
alsobeprogrammedo performlow level errorpatternanal-
ysis of, for example,multi-threadedprograms identifying
errorproneprogrammingpracticessuchasunhealthylock-
ing disciplinesthatmayleadto dataracesand/ordeadlocks.
The processis driven by a specification written in Java,
which, asin [18], consistof aninstrumentatiorpartanda
verification part. The verificationspecificationdefinesthe
highlevel requirementg¢asStringvalues) usuallywrittenin
temporallogic, thateventsareto be checled against. The
propositionsreferredto in theserequirementsare abstract
booleanflags,anddo hencenot refer directly to entitiesin
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theconcreteprogram.Theinstrumentatiorspecificatiores-
tablisheghis connectiorbetweertheconcretéboolearpro-
gram predicatesand the abstractpropositions. Hencethe
instrumentatiorspecificatiorin particulardefineswvhatpro-
gramvariableswill be monitored. The instrumentatioris
automaticandis performedusingthe bytecodesngineering
tool Jtrek[2].
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Figure 1. Overview of JPAX

The idea of usingtemporallogic in programtestingis
not new, and at our knowledge,hasalreadybeenpursued
in the commercialTemporalRover tool (TR) [5], andin
the MaC tool [18]. Both tools have greatly inspired our
work. Our basiccontribution in this paperis to shov how
arewriting systemsuchasMaude,malkesit possibleto ex-
perimentwith monitoringlogicsveryfastandelegantly, and
furthermorecan be usedas a practical programmonitor
ing engine. This approachmalesit possibleto formalize
ideasin a framework closeto standardmathematics.The
formulatransformingapproachsuggesteds a new andef-
ficient way of testingLTL formulae. A previous version
of thepaper publishedasatechnicalreport[12], present&
simplifiedactionbasedormalizationof LTL ratherthanthe
statebasedmorerealisticframavork presentedhere,which
is theonecurrentlyimplementedn JPAX. In [13] and[14]
we describea formalizationof pasttime LTL (aswell as
futuretime LTL), againillustratingthe succinctnessf new
logic definitions.

Section2 containspreliminaries,includinganintroduc-
tion to Maude,propositionallogic andthe standardiefini-
tion of propositionalL TL with itsinfinite tracemodels.Sec-
tion 3 presents finite tracesemanticgor LTL andthenits
implementatiorin Maude. Although abstractand elegant,
this implementatioris not efficient, and Section4 presents
anefficientimplementatiorusinga formulatransformation
approachFinally, Section5 containsconclusionsandade-
scriptionof futurework.



2. Preliminaries

This sectionbriefly introducesMaude a rewriting-based
specificatiomandverificationsystemthenarelatively stan-
dard procedureto reducepropositionalformulae,andthen
remindsthepropositional TL with its infinite tracemodels.

2.1 Maude and Logics for Program Monitoring

Maude[1] is a freely distributed high-performanceys-
temin the OBJ[8] algebraicspecificationfamily, support-
ing both rewriting logic [19] and membershipequational
logic [20]. Becauseof its efficient rewriting engine,able
to execute3 million rewriting stepspersecondn currently
standarchardware configurationsandbecausef its meta-
languagdeatures Maudeturnsout to be an excellenttool
to createexecutableervironmentsfor variouslogics, mod-
els of computation,theoremprovers, and even program-
ming languages.We were delightedto notice how easily
we couldimplementandefficiently validateour algorithms
for testingLTL formulaeon finite eventtracesin Maude,
admittedlyatedioustaskin C++ or Java,andhencedecided
to useMaudeat leastfor the prototypingstageof our run-
time checkalgorithms.

We very briefly andinformally remindsomeof Maudes
featuresreferringtheinterestedeadetto themanual1] for
more details. Maude supportsmodularizationin the OBJ
style. Therearevariouskinds of modules but we areusing
only functional moduleswhich follow the pattern“f nod
<nane> i s <body> endfnf. The body of a functional
moduleconsistof acollectionof declarationsof whichwe
are using importing, sorts, subsorts,operationsvariables
andequationsusuallyin this ordet

We next introducesomemodulesthatwe think aregen-
eral enoughto be usedwithin ary logical environmentfor
programmonitoringthat onewould wantto implementby
rewriting. The next onesimply definesatomicpropositions
asanabstractatatype having onesort, At omandno oper
ationsor constraints:

frod ATOMis sort Atom. endfm

The actualnamesof atomicpropositionswill be automat-
ically generatedn anothermodulethat extendsATOM as
constantof sortAt om Thesewill be generatedby the ob-
sener at the initialization of monitoring, from the actual
propertieghatonewantsto monitor.

An importantaspecbf programmonitoringis thatof an
(abstract)executiontrace,which consistsof a finite list of
events. We abstract singleeventby alist of atoms,those
thathold aftertheactionthatgeneratetheeventtookplace.
Thevaluesof theatomicpropositionsareupdatedy theob-
seneraccordingo theactualstateof theexecutingprogram
andthensentto Maudeasatermof sortEvent :

frod TRACE is protecting ATOM .
sorts Event Event* Trace .
subsorts Atom < Event < Event* Trace .

op nil : -> Event .

op __ : Atom Event -> Event [prec 23] .

op _* : Event -> Event* .

op _,_ : Event Trace -> Trace [prec 25] .
endf m

The statemenpr ot ecti ng ATOMimports the module
ATOM Theaboveis acompactvayto usemix-fix2 andordek
sortednotationto definean abstractdatatype of traces:a
traceis acommaseparatedist of events,wherean eventis
itself a list of atoms. The subsor t s declarationdeclares
At omto bea subsorof Event , whichin turnis asubsorbof
Event * aswell asof Trace. Sinceelementsf a subsort
canoccuraselementof asupersortvithoutexplicit lifting,
we have asa consequencthata singleeventis alsoatrace,
consistingof this one event. Likewise, an atomic propo-
sition can occur as an event, containingonly this atomic
proposition. Note that thereis no definition of an empty
trace. Operationscan have attributes, suchas the prece-
dencesabove, which are written betweensquarebraclets.
Theattributepr ec givesa precedencéo anoperato?, thus
eliminatingthe needfor mostparenthesed\Notice the spe-
cial sortEvent * which stayfor terminalevents,i.e., events
that occurat the end of traces. Any event can potentially
occurat the endof atrace. It is oftenthe casethatending
eventsaretreateddifferently, like in the caseof finite trace
linear temporallogic; for this reasonwe have introduced
theoperation * which marksaneventasterminal.

Syntax and semanticsare basic requirementsto ary
logic, in particularto thoselogics neededfor monitoring.
The following moduleintroduceswhat we believe arethe
basicingredientsof monitoringlogics. We found the fol-
lowing very usefulfor our logics, but of course the useris
freeto changat if he/shdindsit incorvenient:

fnod LOG CS-BASIC is protecting TRACE .
sort Formula . subsort Atom < Formula .

ops true false : -> Fornula .

op [_] : Fornula -> Bool [strat (1 0)] .
eq [true] =true . eq [false] = false .
vars A A : Atom. var T : Trace .

var E: Event . var E* : Event* .

op _{_} : Fornula Event* -> Formula [prec 10] .
eq true{E*} = true . eq false{E*} = false .

eq A{nil} = false .

eq A{A} =if A== A then true else false fi .
eq A{/A E} = if A== A then true else A{E} fi .
eq A{E *} = A(E} .

op _|=_: Trace Fornula -> Bool [prec 30] .
eq T |=true =true .

eq T |= false = false .

eq E|=A=[AE] .

eq ET|=A=E|=A.

endf m

Thefirst block of declarationsntroduceshe sortFor nmul a
which can be thoughtof as a genericsort for ary well-

2Underscoreareplacesfor aguments.
3Thelower the precedencaumber thetighterthe binding.



formedformulain ary logic. Therearetwo designatedor-
mulae namelyt r ue andf al se, with theobviousmeaning,
togetherwith a “projection”, denoted _] , of any formula
into aboolearexpression.Theonly role of this operations
to checkwhethera logical formulais violatedor not, each
logic beingallowed to refinethis operatoraccordingto its
policy. Its attributesaysthatthis operatiorshouldalwaysbe
evaluatedeagerly;numbersn the stratgy declaratiorstay
for agumentpositionsthatarenumberedrom left to right,
0 stayingfor the operatoritself. The sortBool is builtin
to Maudeand hastwo constantg rue andf al se which
aredifferentfrom thoseof sortFor nul a, anda genericop-
eratori f _then_el se_fi. The secondblock definesthe
operation_{ _} which takes a formula and an event and
yields anotherformula. The intuition for this operationis
thatit “evaluatestheformulain the new stateandproduces
a proof obligation as anotherformula for the subsequent
events,if neededIf thereturnedformulaistrue orf al se
thenit meanghatthe formulawassatisfiedor violated, re-
gardlessof the restof the executiontrace;in this case,a
messageanbereturnedoy theobserer. Aswe’ll soonsee,
eachlogic will furthercompletethe definition of this oper
ator. Finally, the satisfctionrelationis defined. Thatis,
two equationglealwith theformulaet r ue andf al se and
shouldbeobvious. Thelasttwo equationsstatethatatrace,
consistingeitherof a singleeventor of several, satisfiesan
atomicpropositionif evaluatingthatatomicpropositionon
theeventyieldstrue.

2.2 Propositional Calculus

A rewriting decisionprocedurefor propositionalcalcu-
lus dueto Hsiang[17] is adaptedand presented.It pro-
vides the usualconnectves _/\ _ (and), _++_ (exclusive
or), \/_(or),!_(negation), -> (implication),and_<-
>_(equialence). The procedurereducegautologyformu-
laeto theconstant r ue andall theothersto somecanonical
form moduloassociatiity andcommutatvity. An unusual
aspecbf this procedurds thatthe canonicalforms consist
of exclusive or of conjunctions.Evenif propositionalcal-
culusis very basicto almostary logical ervironment,we
decidedto keepit asa separatdogic insteadof beingpart
of thelogic infrastructureof JPAX. Onereasorfor this de-
cisionis thatits semanticcould be in conflict with other
logics,for exampleonesin which conjunctive normalforms
aredesired.

An OBJ3codefor this procedureappearedh [8]. Below
wegiveits obvioustranslatiorto Maudetogethemith its fi-
nite tracesemanticsnoticingthatHsiang[17] shavedthat
thisrewriting systenmoduloassociatiity andcommutatv-
ity is Church-Rosseandterminates.The Maudeteamwas
probablyalsoinspiredby this procedure sincethe builtin
BOOL moduleis very similar.

frmod PROP-CALC is extending LOG CS-BASIC .
*** Constructors ***

op _/\_ : Formula Fornmula -> Fornul a
[assoc conm prec 15] .
op _++_ : Fornula Formula -> Formul a
[assoc comm prec 17] .
vars XY Z: Formula .

eq true /\ X = X .

eq false /\ X = false .

eq X /\ X=X.

eq false ++ X = X .

eq X ++ X = false .

eq X/\ (Y ++ 2Z) = X/\V Y ++ X/\ Z.
*** Derived operators ***

op _\/_ : Formula Formula -> Formula

[assoc prec 19] .
op !_ : Formula -> Fornmula [prec 13] .
op _-> : Formula Formula -> Fornula [prec 21] .
op _<->_ : Formula Formula -> Formula [prec 23] .
eq X \/ Y =X/\ Y ++ X ++ Y.

eq ! X =true ++ X .
eq X -> Y =true ++ X ++ X /\ Y .
eq X <->Y =true ++ X ++ Y .

*** Finite trace semantics
var T : Trace . var E* :

eq T|=X/\Y=T|=Xand T|=Y.
eq T|=X++Y=T]|]=Xxor T|=Y.
eq (X /\ V{E} = X{E*} /\ Y{E} .
eq (X ++ V){E*} = X{E*} ++ Y{E} .
eq [X/\V Y] =[X and [VY] .
eq [X ++ Y] =[X xor [Y] .

endf m

Operatorsare againdeclaredin mix-fix notationandhave
attributesbetweensquarecdoraclets,suchasassoc, conm
andprec <nunber>. Oncethe moduleabove is loaded
in Maude reductionscanbe doneasfollows:
reda->b/\ ¢ <->
***> shoul d be true

red a <->! b .
***> should be a ++ b

(a->b) /\ (a->c) .

Notice that one shouldfirst declarethe constants, b and
c. Thelast six equationsare relatedto the semanticsof
propositionalcalculus. Since[ _] _ is eagerlyevaluated,
[ X] will first evaluateX using propositionalcalculusrea-
soningand then will apply one of the last two equations
if neededtheseequationswill not be appliednormally in
practicalreductionsthey areusefulonly in the correctness
proofin Theoreml.

2.3 Linear Temporal Logic

ClassicalLTL providesin additionto the propositional
logic operatorsthe temporaloperatory ] _ (always), <>_
(eventually),_U_ (until), ando_ (next). An LTL standard
modelis afunctiont : Nt — 27 for somesetof atomic
propositionsP, i.e., aninfinite traceover the alphabet”,
which mapseachtime point (a naturalnumber)into the set
of propositionsthat hold at that point. The operatorshave
the following interpretationon suchan infinite trace. As-
sumeformulaeX andY. Theformula[ ] X holdsif X holds
in all time points,while <>X holdsif X holdsin somefuture
time point. TheformulaX U Y (X until Y) holdsif Y holds

4Eitherby typingit or usingthecommand n <fi | ename>.



in somefuturetime point,anduntil thenX holds(sowe con-
siderstrictuntil). Finally, o X holdsfor atraceif X holdsin
the suffix tracestartingin the next (the second}ime point.
Thepropositionabperatordiavetheirobviousmeaning As
anexampleillustratingthesemanticstheformula[ ] (X - >
<>Y) istrueif for any timepoint([ ] ) it holdsthatif Xistrue
theneventually(<>) Y is true. Anothersimilar propertyis
[1(X -> o(Y U 2)),whichstateghatwheneerX holds
thenfrom the next stateY holds until eventuallyz holds.
It's standardo definea coreLTL usingonly atomicpropo-
sitions,thepropositionabperators _ (not)and _/\ _ (and),
andthetemporaloperatorso_ and_U _, andthendefineall
otherpropositionalandtemporaloperatorsasderived con-
structs.Standardequationsare<>X = true U Xand[] X
= <> X

3. Finite Trace Linear Temporal Logic

As alreadyexplained,ourgoalis to developaframeawork
for testing software systemsusing temporallogic. Tests
are performedon finite executiontracesand we therefore
needto formalize what it meansfor a finite traceto sat-
isfy anLTL formula. We first presenta semanticf finite
traceLTL usingstandardnathematicahotation. Thenwe
present specificatiorin Maudeof afinite tracesemantics.
Whereasheformersemanticsisesuniversalandexistential
guantification,the secondMaude specificationis defined
usingrecursve definitionsthat have a straightforward op-
erationalrewriting interpretationand which thereforecan
beexecuted.

3.1 Finite Trace Semantics

As mentionedin Subsectior.1, a traceis viewed asa
sequencef programstates,eachstatedenotingthe setof
propositionghathold at that state. We shall outline the fi-
nite traceL TL semanticausing standardnathematicaho-
tationratherthanMaudenotation. Assumetwo total func-
tionsontraceshead: Trace — Event returningthe head
eventof a traceand lengthreturningthe length of a finite
trace,anda partialfunctiontail : Trace — Tr ace for tak-
ing thetail of atrace. Thatis, heade,t) = heade) = e,
tail(e,t) = t, andlengthe) = 1 andlengthle,t) =
1+length(t). Assumefurtherfor ary tracet, thatt; denotes
the suffix tracethatstartsat positions, with positionsstart-
ing at1. Thesatishctionrelation|= C Trace x Formul a
defineswhenatracet satisfiesaformula f, writtent |= f,
andis definedinductively overthestructureof theformulae
asfollows, whereA is arny atomic propositionandX andY
areary formulae:

tE=A iff A € headt)

tE=true iff  true,

t ="fal se iff  false

tEX/\V Y iff ¢pEXandt Y,

tEX++ Y iff ¢EXxortEY,

tE[1X iff (Vi< length(t))t; =X

t |=<>X iff  (3i < length(t))t; =X

tEXUY iff (3 < length(t)) (t; EYand(Vj < i)t; EX)
tk=o X iff  (if tail(¢) is definedthentail(t) = Xelset = X)

Notice thatfinite traceLTL canbehae quite differently
from standardnfinite traceL TL. For example therearefor-
mulae which are not valid in infinite traceLTL but valid
in finite traceLTL, suchas<>([] A \/ [] ! A),and
thereareformulaewhich aresatisfiablen infinite traceLTL
andnot satisfiablen finite traceLTL, suchasthe negation
of the above. The formulaabove is satisfiedby ary finite
tracebecausehelastevent/stateén thetraceeithercontains
Aorit doesnt.

3.2 Finite Trace Semanticsin Maude

Now it canbe relatively easily seenthat the following
Maudespecificatiorcorrectly“implements”thefinite trace
semanticsof LTL describedabove. The only important
deviation from the rigorousmathematicaformulation de-
scribedabove is that the quantifiersover finite setsof in-
dexesareexpressedecursvely.

frod LTL i s extending PROP-CALC .

*** syntax
op []_: Fornula -> Fornula [prec 11] .
op <>_ : Fornula -> Fornula [prec 11].
op _U_ : Fornula Formula -> Formula [prec 14] .
op o_ : Fornula -> Fornula [prec 11] .

*** semantics
vars X Y : Formula .
var E : Event .
eq E [1 X
eq E T
eq E
eq E T
eq E
eq E T
E T
eq E
eq E T
endf m

[1 X and T |=[] X.
<> X .
<> X or T|]=<>X.

X u
X u
Y or
X
X

m=< <

—_
i —n

n
X

nu
oo

Noticethatonly thetemporaloperatorsieededieclarations
and semanticsthe othersbeing alreadydefinedin PROP-
CALC andLOG CS- BASI C, andthatthe definitionsthatin-
volvedthefunctionsheadandtail werereplacedy two al-
ternative equationsOnecannow directly verify LTL prop-
ertieson finite tracesusing Maudes rewriting engine, by

commandsuchas
redab, a ca ab, cb ab, a ca ab, cb
=[] (a -><>Dh) .

redab, a, ca ab, cb, ab, a,
=< (! [I(a-><>b)) .

ca ab, cb

which shouldreturnthe expectedanswersj.e., t rue and
f al se, respectiely. Thealgorithmabove doesnothingbut
blindly follows the mathematicabefinition of satishction



andevenrunsreasonablyastfor relatively smalltraces.For

example,it takeS about30ms(74k rewrite steps)o reduce
thefirst formulaabove andlessthanls(254krewrite steps)
toreducethesecondntracesof 100events(10timeslarger
thantheabove). Unfortunatelythis algorithmdoesnt seem
to betractablefor largeeventtracesgvenif runonveryfast
platforms. As a concretepracticalexample, it took Maude
7.3 million rewriting steps(3 seconds}o reducethe first

formulaabove and2.4 billion steps(1000secondsfor the

secondon tracesof 1,000events;it couldn't finish in one
night (morethan 10 hours)the reductionof the secondor-

mula on a traceof 10,000events. Sincethe event traces
generatetby anexecutingprogramcaneasilybelargerthan
10,000events,the trivial algorithmabove cannot be used
in practice.

A rigorouscompleity analysisof the algorithmabove
is hard (becauset hasto take into consideratiorthe eval-
uation strategy usedby Maude for terms of sort Bool )
and not worth the effort. However, a simplified analysis
canbe easilymadeif oneonly countsthe maximumnum-
ber of atomsof the form event | = at omthatcanoccur
during the rewriting of a satisaction term, asif all the
booleanreductionswere appliedafter all the otherreduc-
tions: letusconsideraformulaxX = []1 ([] (... ([]
A) ...)) wherethe always operatoris nestedm times,
andatraceT of sizen, andlet T'(n,m) be the total num-
berof basicsatishctionsevent | = at omthatoccurin the
normalform of thetermT | = X if no booleanreductions
were applied. Then, the recurrenceformula T'(n,m) =
T(n —1,m) + T(n,m — 1) followsimmediatelyfrom the
specificatiorabove. Since(?) = (7_;) + (™7}), it follows
thatT(n,m) > (), thatis, T'(n,m) = O(n™), whichis
of courseunacceptable.

4. An Efficient Rewriting Algorithm

In this sectionwe shall presenta more efficient rewrit-
ing semanticgor LTL, basedon theideaof consuminghe
eventsin thetrace,oneby one,andupdatinga datastructure
(whichis alsoa formula) correspondingo the effect of the
eventon the valueof the formula. Our decisionto write an
operationakemanticshis way wasmotivatedby anattempt
to programsuchanalgorithmin Java, wheresuchasolution
would be the mostnatural. As it turnsout, it alsoyieldsa
moreefficient rewriting system.

4.1 The Main Algorithm

We implementthis algorithmby extendingthe definition
of theoperation { } Formul a Event* -> Fornul a
to temporaloperators,with the following intuition. As-
suminga traceE, T consistingof an event E followed by

50na1.7GHz,1GbmemoryPC.

atraceT, thenaformulaX holdsonthistraceif andonly if
X{ E} holdson the remainingtraceT. If the eventE is ter-
minalthenX{ E *} holdsif andonly if X holdsunderstan-
dardLTL semantic®ntheinfinite tracecontainingonly the
eventE.

frod LTL-REVISED is protecting LTL .
vars X Y : Fornula .

var E: Event . var T : Trace .
eq ([1 X{E =11 X/\ XEg .
eq ([1 XM{E*} = X{E *} .
eq (<> X{E = <> X\/ XE .
eq (<> X){E *} = X{E *} .
eq (o X){E = X.
eq (o X){E *} = X{E *} .
eq (XUY{E =Y{E \/ X{{E} /\ XUY.
eq (X UW{E~*} = Y{E*} .
op _|-_: Trace Formula -> Bool [strat (2 0)] .
eq E |- X =[XE*}] .
eq ET |- X=T|- X{E .
endf m

The rule for the temporaloperator| ] X shouldbe readas
follows: the formula X musthold now (X{ E} ) andalsoin
the future ([ ] X). The sub-epressionx{ E} representshe
formula that must hold for the rest of the tracefor X to
hold now. As an example, considerthe formula [ ] <>A.
This formulamodifiedby aneventB C (soA doesnt hold)
yields the rewritings sequencé [] <>A) {B C} — []<>A
IV (<>A){B C} — []<>A/\ (<>A\/ A{B C})

= [1<>A/\ (<>A\/ false) — []<>A [\ <>A
while the sameformula transformedby A C (so A holds)
yields ([]<>A){AC} = []<>A/\ (<>A{AC} —
[I<>A /N (<>A N A[ACH — [1<>A/\ (<>A N/
true) — []<>A/\ true — []<>A, i.e., the same
formula. Note that theserules spell out the semanticsof
eachtemporaloperator An alternatve solutionwould be
to definesomeoperatordn termsof others,asis typically
the casein the standardsemanticsfor LTL. For example,
we could introducean equationof the form: <>X = true
U X, andthen eliminatethe rewriting rule for <>X in the
abose module. This turnsout to be lessefficient because
morerewritesareneeded.

This moduleeventually definesa new satishctionrela-
tion _| - _ betweentracesand formulae. ThetermT | -
X is evaluatednow by an iterative traversalover the trace,
whereeacheventtransformgheformula. Notethatthenew
formulathatis generatedn eachstepis alwayskeptsmall
by beingreducedto normalform via the equationsin the
PROP- CALC modulein Subsectior2.2. In fact, the new
formula consistsof booleancombinationsof subformulae
of the initial formula, keptin a minimal canonicalform.
Therefore,the algorithmis linear in the size of the trace,
andworst-casexponentiain thesizeof theformula. How-
ever, it seemshatthis exponentialcompleity in the sizeof
the formulais more of theoreticalimportancethan practi-
cal,sincein generathesizeof theformulagrew only twice
or lessin our experimentslf speeds crucialandtheabove



procedureturnsout to be still too slow, thenone canstat-
ically generateall formulaein which a formula cantrans-
form andstorethemasthestatesof anautomatontheedges
beingthe possibleavents. Thenwhenanew eventis gener

atedby themonitoredprogram,onecoulddirectly goto the

“next” stateof the automatorwithout ary logical reason-
ing. We have implementedanimproved versionof sucha

procedurdin whichonly aminimal subsebf atomicpropo-
sitionsareevaluated)detailsregardingthisimplementation
will appearelsavhere,but aninformal descriptioncanbe

foundin [14].

Verificationresultsare very encouragingand show that
this optimizedsemanticss ordersof magnitudegasterthan
the first semantics. Tracesof lessthan 10,000eventsare
verified in milliseconds, while tracesof 100,000 events
never neededmorethan 3 seconds.This techniquescales
quite well; we were able to monitor even tracesof hun-
dredsof millions events. As a concreteexample,we cre-
atedanartificial traceby repeatinglO million timesthe 10
eventtracea b, a, ca, ab, cb, ab, a c a,
a b, c b, andthenchecledit againstthe formula[] (a
-> <> b). Therewereneeded.9 billion rewriting steps
for atotal of aboutl,500seconds.

4.2 Correctnessand Completeness

In this subsectiorwe prove thatthe algorithmpresented
aboveis correctandcompletewith respecto the semantics
of finite traceL TL presentedh Section3. Theproofis done
completelyin Maude but sinceMaudeis notintendedo be
a theoremprover, we actually have to generatethe proof
obligationsby hand.However, the proof obligationsbelov
could be automaticallygeneratedy a proof assistantike
Kumo [7] or atheoremprover like PVS[26]°.

Theorem: Forary traceT andary formulaX, T | = Xif
andonlyif T |- X

Proof: By induction,both on tracesandformulae. We
first needto prove two lemmas,namelythat the following
two equationshold in the contet of both LTL and LTL-
REVI SED:

(Vv E: Event, X:
E|=X=E]|- X

(Vv E: Event, T : Trace, X:
ET|=X=T|= XE}.

For nul a)

For mul a)

We prove them by structuralinduction on the formula X.
Constants and x are neededin orderto prove the first
lemmavia the theoremof constants. However, sincewe
provethesecondemmaby structurainductionon X, we not
only have to addtwo constante andt for the universally

SWe've alreadydoneit in PVS, but we preferto useonly Maudein this
paper

guantifiedvariablest and T, but alsotwo other constants
y andz standingfor formulaswhich canbe combinedvia
operatordo give otherformulas. The inductionhypothesis
for thesecondemmais addedo thefollowing specification
asequationsNotice thatwe memgedthe two proofsto save
space. A proof assistantike Kumo or PVS would prove
themindependentlygeneratingonly the neededconstants
for eachof them.
f nod PROOF- OF- LEMVAS i s
extending LTL .
extendi ng LTL- REVI SED .

ope: ->Event . opt :
-> Atom. opsy z:

-> Trace .
-> Formul a .

-, —_——
. v

i ninN<o

It is worth remindingthe readerat this stagethat the func-
tional modulesin Maudehave initial semanticsso proofs
byinductionarevalid. Beforeproceedindurther, thereader
shouldbe aware of the operationakemanticof the opera-
tion _==_, namelythatthetwo agumenttermsarefirst re-
ducedto their normalformswhich arethencomparedsyn-
tactically (but modulo associatiity and commutatvity); it

returnst r ue if andonly if thetwo normalformsareequal.
Thereforetheanswet r ue meanghatthetwo termsarein-

deedsemanticallyequal,while f al se only meanghatthey

couldnt be provedequal;they canstill beequal.

a ==
true ==
false ==
y I\ z ==
y ++ z ==
(ry ==
<> y ==
yuz ==
oy ==

red (e
and (e
and (e
and (e
and (e
and (e
and (e
and (e
and (e

|- a)

|- true)
|- fal se)
|-y I\ 2)
|-y ++ 2)
[- 1Y)
I- <> vy)
|

L L L VR VA [ R VN 1
®®®D®D®d®D®CD®COD D

and (e,
and (e,
and (e,
and (e,
and (e,
and (e,
and (e,
and (e,
and (e,
and (e,

lse ==

[

-
O ANm<K<K oo™
L L T VR O O T T L I |

It took Maude 129 reductionsto prove theselemmas.
Thereforepnecansafelyaddnow thesdemmasasfollows:

frmod LEMVAS is
protecting LTL .
protecting LTL-REVI SED .
var E : Event .
var T: Trace . var X : Fornula .

|- X.

T|=XE .

1
X
Inm

We can now prove the theorem, by induction on traces.
More preciselywe shaw:



P(E), and
P(T) impliesP(E, T), for all eventsE andtraces
T,

whereP(T) is thepredicatéfor all formulasX, T | = Xiff
T |- X' Thisinductionschemacanbe easilyformalized
in Maudeasfollows:

f mod PROOF- OF- THEOREM i s protecting LEMVAS .
op e : -> Event .
opt : ->Trace . op X :
var X : Formula .
eqgt |[=X=1t]- X.

-> Formul a .

endf m
red e |=x == e |- x .
red e,t |=x == e, t |- x .

Noticethedifferencen role betweertheconstank andthe
variableX. Thefirst reductionprovesthe basecaseof thein-
duction,usingthe theoremof constantdor the universally
guantifiedvariableX. In orderto prove the inductionstep,
we first appliedthetheoremof constantgor the universally
quantifiedvariablesE andT, thenaddedP(t ) to thehypoth-
esis(theequation‘eq t |= X =t |- X ."), andthen
reducedP(e t) usingagainthe theoremof constantsor
the universallyquantifiedvariableX. Like in the proofs of
thelemmaswe memgedthetwo proofsto save space.

5. Conclusionsand Futur e Work

We have presenteda finite trace semanticsof LTL in
the Maudelogic togetherwith a much more efficient ver-
sionbasecdbn formulatransformingstatechangesThefor-
mulatransformatiorapproacltanberegardedasaselfcon-
tainedresultwith interestto at leastthe rewriting andtem-
porallogicscommunities However, whatperhapanalesit
moreinterestingis thatits integrationinto the generalpro-
grammonitoring frameavork JPAX seemso be quite effi-
cientfor practicalpurposesallowing an elegantflexibility
in the choiceand designof requirementanguages. This
canbeusefulnotonly for researclprojectsandeducational
purposesbut alsofor real-life projects,whererequirement
languagesnay be domainor applicationspecific. In prin-
ciple what Maudeprovidesis a staticparsingervironment
for definingsyntax,combinedwith arewrite-basedlynamic
executionervironmentfor definingefficientsemanticover
the parsetrees. It is our goalto examinethe feasibility of
this approacton a selectionof NASA softwaresystems.

A currentresearchactiity is, however, to find yetmore
efficient representationsf futuretime LTL formulafor the
purposeof achieving anabsoluteoptimalalgorithmfor test-
ing their satishctionon executiontraces.This becomeses-
pecially crucial for an implementationin a standardpro-
gramminglanguagesuchasJava. In [14] we describesuch
a provably minimal finite statemachinerepresentationAn
efficient dynamic programmingalgorithm is furthermore

describedn [25], althoughit examineghetracebackwards,
requiringthe traceto be stored. As it turnsout, this algo-
rithm appliesmore naturally to the checkingof pasttime
LTL, sincethis canbedoneby aforwardexaminationof the
trace.Of futurework canbe mentionedhatwe will exper

imentwith new logicsin Maude,suchasinterval andreal
timelogicsandUML notationsWe have alreadyin [13, 14]

describechow pasttime LTL canbe succinctlydefinedin

Maude (note that this work is differentfrom the dynamic
programmingalgorithmfor pasttime LTL just mentioned).

A generalquestionis how suchrequiremenimonitoring
canbetied into the differentlevels of the developmentcy-
cle. With the compositionof the specificationinto a verifi-
cationpartthatrefersto abstracpropositionsandaninstru-
mentatiorpartthatrelatetheseto concreteprogramentities,
the verification part can potentially be written beforethe
programis developed. Hence,Maudecanbe usedduring
the early phasesof a projectto write down requirements,
which canthen can be testedlater in the implementation
phase.Onecanfurtherimaginethatthe requirementsvrit-
tenin Maudethemselescanbe subjectto variousforms of
formal analysisalsoprogrammedn Maude,suchasrapid
prototyping,symbolic simulation, static analysis,theorem
proving, andmodelchecking.We have for exampleconsid-
eredformulatingstatemachinesn Maudeandusethesefor
monitoring. Suchstatemachinesreobviouscandidatesor
theabove mentionedormsof analysis.

As describedn [13, 14] JPAX providesin additionto
specificationbasedmonitoring also a capability of check-
ing error patternan multi-threadedrograms.Futurework
will try to developnew algorithmsfor detectingotherkinds
of concurrenyg errorsthandataracesand deadlocks.This
includesstudyingcompletelynew functionalitiesof thesys-
tem, such as guided execution via code instrumentation
to explore more of the possibleinterleavings of a non-
deterministicconcurrenprogramduringtesting.

Last, but not least,programmonitoringcannot only be
appliedduring programtesting,but, perhapsmoreinterest-
ingly, during operation,and be usedto influencethe pro-
grambehaior in caserequirementgetviolated. Ourfuture
researchwill focusonthis aspect.
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